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Instructions : (1) All questions are compulsory.
(2) Illustrate your answers with neat sketches wherever necessary.
(3) Figures to the right indicate full marks.
(4) Assume suitable data, if necessary.
(5) Use of Non-programmable Electronic Pocket Calculator is

permissible.
Marks
1. @ Attemptany three of thefollowing : 12
) Explain‘DataObfuscation’. 4
if) Explainfollowingwithreferencetoinformation security. 4
a) Security policy
b) Standards
c) Guiddines
d) Procedures
iif) Giveany four applicationsof cryptography. 4
Iv) Describeany four virusattacks. 4
b) Attempt any one of thefollowing: 6
) Describethreepillarsof information security. 6
if) Describeany six protection mechanismsin* Trusted ComputingBase' . 6
2. Attemptany twoof thefollowing: 16
i) Describelevesof information classification and explain any threecriteriafor classification of
information. 8
if) Explain‘play fair cipher’ encryption processwith thehelp of following points. 8

a Preparingplaintext
b) Preparingakey matrix
¢) Encryption process— Operation rules—with suitableexample.

iif) Listany six ‘ DataRecovery Tools and explain‘ Data Recovery Procedure 8
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Marks
3. Attemptany four of thefollowing: 16
) Explain‘Béell-Lapadula mode of information security. 4
if) Explainworking of ‘ Biometric System’ with negt sketch. 4
iif) Describe‘Ring of Trust’ in stand-alonesystem. 4
Iv) Explain*Smple Row Transposition’ Techniqueof encryptionwith suitableexample. 4
v) Describeany four ‘ Cyber Crimes.. 4
4. @ Attemptany threeof thefollowing: 12
1) Describeany four strategiesof “Risk Control’. 4
i) Explain‘Virtual Private Network’ with negt sketch. 4
iif) ExplainTrusted Computing Base'. 4
Iv) Explain‘OneTimePad’ with suitableexample, 4
b) Attempt any one of thefollowing: 6
) Explainworking of ‘ Digital Signature’ with neet sketch. 6
if) Describeany six *authentication protocols . 6
5. Attemptany two of thefollowing : 16
) Describe’IT ACT—2000'. 8
if) Explainstepwiseworking of ‘Kerberos with nest sketch. 8
iif) Describevariouswaysto ‘ Physical AccessControl’. 8
6. Attemptany four of thefollowing : 16
) Describe* Cyber crimeinvestigation process . 4
if) Describe’ InformationTechnology InfrastructureLibrary’ (ITIL). 4
iif) Explainl TSEC (InformationTechnology Security Evaluation Criteria) withitstarget of evauation
levds. 4
iv) Differentiate between—*Quadlitative RiskAnayss and‘ Quantitative Risk Anayss . 4

v) Consder plaintext—"INFORMATION” and convert given plaintext into cipher text using
‘ Caesar Cipher’ with shift of position three—Write down stepsin encryption. 4




